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2019-2022 Construction Program - Devils Lake District
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Responders

Delivery of
Services

Cyberattack Impacts

Often the public is unaware that an attack has occurred; many times, they are made
aware only when it affects them personally (i.e. loss of personal identifying information
[Pll], financial issues due to exposure of personal financial information). Spread of
misinformation related to the cyber incident may also affect the public.

In cyberattack incidents, responders span from law enforcement and the private sector.
Law enforcement tends to focus on the forensics of the attack (i.e. tactics, technigues,
and procedures [TTPs], where the threat originated, and who may be responsible for
the attack. Law enforcement also pursues prosecution of cyber attackers when they are
identified.

Continuity of operations could be greatly impacted by a cyberattack, which could lead
to catastrophic consequences. Technological systems are relied upon in nearly all
industries, including government, education, banking and financial institutions, utilities,
health and medical organizations, public works and engineering, and a host of other
sectors. Any incident that affects the functioning of these systems may negatively
impact continuity of operations.

Delivery of services may be greatly impacted by a cyberattack due to the same factors
that would negatively affect continuity of operations. In today's world, the delivery of
goods and services is heavily reliant on technology for the facilitation of transactions. A
cyber incident could significantly disrupt the delivery of goods and services to the extent
upon which businesses and entities rely on technolegy for the delivery of their materials.
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Cyberattack Impacts

Property, Property, facilities, and infrastructure are often the target locations for cyber attackers,
Facilities, and many times are damaged and/ or destroyed during an incident. These damages
and and potential destruction may have far-reaching consequences, including loss of power
i U= and electricity during severe winter or summer weather, or the malfunctioning or
shutting down of critical utilities and facilities that operate systems including traffic
control, police and fire dispatch, and response systems.

SGTGLTu LI Cyberattacks have little impact on the environment unless the attack is specifically
targeted at facilities or infrastructure where physical controls are affected, and release
of potentially harmful chemicals or other agents is successful. For example, a
cyberattack targeting a pipeline may contribute to the release of harmful chemicals into
the environment.

State Increased, un-forecasted public and private costs due to response and recovery
Economy requirements, especially if the cyberattack targets personal financial information; loss
of productivity and economic loss due to interrupted and/for delayed lawful activities.

Tourism and travel industries may be affected. Additionally, attacks on the national
informational or financial infrastructure could lead to significant declines in the national
economy. Specific to North Dakota, attacks on cyber systems related to agriculture
could lead to substantial direct losses in the state.

Given the complexity of many cyberattacks the full economic impacts may never be
known. Entities affected by cyberattacks may experience varying levels of economic
impact. These impacts may include loss of production and/or services, repair or
replacement of eguipment (i.e. servers, electrical grids, fiber lines), and loss of
stakeholders.

Public Social values and public confidence can be affected by any sort of homeland security
Confidence incident, particularly one that occurs locally. Community members may not feel safe
R GERIEICE-M and may have lasting emotional impacts, especially if personal information is released
e LU ET -0 or obtained by an attacker.

Regardless of the level of response, it is likely that the public will display both positive
and negative confidence in their government leaders. The focus of the government
should be on public safety and ending a cyber-incident as quickly as possible. Often if
a private sector entity is affected the government is unaware of the attack and do not
have a role in protecting, responding or assisting the entity.
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Scale Description

RS

<(755,.

Extreme

Effect

High Frequency (HF) Radio: Complete HF
(high frequency™™) radio blackout on the entire
sunlit side of the Earth lasting for a number of
hours. This results in no HF radio contact with
mariners and enroute aviators in this sector.
Navigation: Low-frequency navigation signals
used by maritime and general aviation systems
experience outages on the sunlit side of the
Earth for many hours, causing loss in
positioning.

Increased satellite navigation errors in
positioning for several hours on the sunlit side
of Earth, which may spread into the night side.

Physical

Measure

X20
(2 x 109

Average
Frequency (1
cycle =11
years)

Less than 1 per
cycle

R4

Severe

HF Radio: HF radio communication blackout on
most of the sunlit side of Earth for one to two
hours. HF radio contact lost during this time.
Navigation: Outages of low-frequency

X10 (107)

8 per cycle

(B days per
cycle)

navigation signals cause increased error in
positioning for one to two hours. Minor
disruptions of satellite navigation possible on the
sunlit side of Earth.

R3

Strong

HF Radio: Wide area blackout of HF radio
communication, loss of radio contact for about
an hour on sunlit side of Earth.

Navigation: Low-frequency navigation signals
degraded for about an hour.

X1 (107

175 per cycle
(140 days per
cycle)

R2

Moderate

HF Radio: Limited blackout of HF radio
communication on sunlit side, loss of radio
contact for tens of minutes.

Navigation: Degradation of low-frequency
navigation signals for tens of minutes.

M5
(5x107)

350 per cycle
{300 days per
cycle)

R1

Minor

HF Radio: Weak or minor degradation of HF
radic communication on sunlit side, occasional
loss of radio contact.

Navigation: Low-frequency navigation signals
degraded for brief intervals.

M1 (107)

2000 per cycle
(950 days per

cycle)

Source: NOAA Space Weather Prediction Center, http:/www.swpc.noaa.gowNOAAscales/#GeomagneticStorms

* Flux, measured in the 0.1-0.8 nm range, in W-m2

considered.
** Other frequencies may also be affected by these conditions.

. Based on this measure, but other physical measures are also
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